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Cybercrime Trends: Complaints on National Cybercrime Reporting Portal

Source: National Cybercrime Reporting portal (NCRP), MHA

The increase from 2022 to 2023 was 61%, and from 2023 to 2024 was 45.7%. For context, this translates to approximately 

~7000 complaints per day as of May 2024.
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Draft Telecommunications (User Identification) Rules, 2025 under the Telecommunications Act, 2023:

• Under the Act, DoT has framed these Rules - published in Gazette for public consultation on 19.09.2025 – under

finalization

• These rules:

 provide a framework for the biometric based identification of users of notified telecommunication services

 envisage to put in place “Biometric Identity Verification System” or “BIVS” means a system for biometric based

identification of a user.

 Rule 6 of the draft Rules: each authorised entity (i.e. TSP), individually or collectively with such other

authorised entities, establish, operate, maintain and expand BIVS for biometric based identification of user,

using live photograph or any other biological attributes of an individual as may be specified by the Central

Government.

 Each user - unique user-id in the BIVS – to be used by an authorised entity (TSP) for identification of the user

and updating the number of connections.

 User information maintained by an authorised entity in BIVS shall be shared with all other authorised entities -

> to enable real-time verifiable biometric based identification of user

Policy Interventions: Prevention of Misuse of Telecom Resources 



What is CNAP?

CNAP (Calling Name Presentation) is a network-level service mandated by India's Department of Telecommunications (DoT) that 

displays the caller's registered name during incoming calls.

The caller name comes from the telecom operator's verified database, not from crowdsourcing

• Verified through KYC records

• No third-party app required

• Works at the network level



Why CNAP is Safer 🔐

Verified Identity

Names linked to official KYC

Reduces fake labels

No Contact Harvesting

Does not access your phonebook

Contacts not uploaded anywhere

Regulatory Oversight

Controlled by DoT

Subject to Indian data-protection laws

Works Without Internet

Network-based service

Works on feature phones and rural networks



Sanchar Saathi Initiative: Empowering Citizens, Breaking silos, real time collaboration with 

Stakeholders





चक्षु - Report Suspected Fraud & Unsolicited Commercial Communication

Report Suspected Fraud Communication (Received 

within last 30 days)

Report Unsolicited Commercial Communication (UCC) / 

Spam (Report within 7 days for action)







Know Mobile 

Connections in Your 

Name
Know the number of connections issued in your name by logging in using 

your mobile number





Block your lost / stolen 

mobile handset

Block and Trace your lost or stolen mobile handset

Lodge a police complaint

So that the case can be tagged to the police station

Get one of the SIMs reissued

So as to validate the authenticity of your request

Approach the police station

Once you receive the traceability report

Unblock the phone

After the recovery.



Know Genuineness of 

Your Mobile Handset

Verify the authenticity of your mobile device and IMEI number 

through our official channels.

Use *#06# for getting IMEI Number 

Alternate Verification Options

In addition to the online portal, you can verify your mobile device's 

genuineness and IMEI details using the following method:

SMS Verification



Report Incoming 

International Call With 

Indian Number

Alternatively, you can report on 

1963/1800110420



Find Wireline Internet Service 

Providers (ISPs)

Search by PIN 

Code

Search by Address Search by ISP 

Name





Impact of Jan Bhagidari

40 lakh + 
Successful response

2.98 crore + 
Numbers disconnected

7.97lakh 
Inputs

39.58 lakh+ 
Numbers disconnected

2.27 lakh+ 
Handsets/IMEIs blocked

8.5 lakh Handsets 

recovered worth 

Rs2000 Crores



Cyber frauds in India

Last 5 years
60 lakh complaints, 
₹52,000 crores lost

Threat landscape Sanchar Saathi
A citizen centric initiative

1.7 crore+ 
App Downloads

23
Languages

23 crore+ 
Portal Visitors

Spoofed 
calls

SIMs SIM
Box

Misuse of telecom resources 

SIP/PRI



DoT Digital Intelligence Platform (DIP)

Problem Statement

• Mobile Number – seeded for availing most 

digital services – banking, e-gov, e-commerce 

etc.

• Finite Numbering Resource - Re-allotted after 

90 days of disconnection

• No information about disconnected numbers to 

user entities – keeps sending service, 

transactions SMSs to new customer –

inconvenience as well as data privacy issues.

• Sensitive information susceptible for misuse 

cybercrime and financial frauds  

Enabling synergy Telecom Finance LEAs to curb cyber frauds 



Initiative#1- Mobile Number Revocation List (MNRL) at DIP

Problem Statement

Mobile Number
Availing digital services- banking, e-gov etc.

Finite Numbering Resources
Re-alloted after 90 days of disconnection

No information sharing
To User organization, keep sending SMS,
Inconvenience and Data privacy issues

Solution
MNRL
List of disconnected number with date,
reason, TSP etc.

Automated Sharing
Through DIP

Dynamic List
Live for 90 days, automated removal

Advisory by RBI to its regulated entities
• Use MNRL, clean their database. 
• Enhanced Due diligence, Delinking from account / profile

4 crore+ 
MNRL shared in last 90 days 

30 lakh+ 
Accounts Frozen or debit/ credit restricted 



Same day when 

flagged for 

reverification

Financial Fraud Risk 

Indicator(FRI) 

Generation Module
Medium Risk Numbers

Generated within 24 hrs

Very High Risk Numbers

High Risk Numbers

Proactive 

& 

Preventive

Social Media 

Platforms

5 days
Outgoing barred 

5 days
Incoming barred 

5 days
Disconnected

Minimum 15 days
Life cycle of Number flagged in Reverification

MNRL Banks/ FIs

Flagged to entities 

for taking action

Central LEAs

I4C, MHA

Mobile Number 

disconnected 

failing reverification

Suspected 
number

Generated after
min 15 days

State Police

समय ही सार है- Time is the essence

Initiative#2- Financial Fraud Risk Indicator(FRI) at DIP

RBI advisories to banks & Payment Service Operators (PSO) for integration of FRI with their respective

systems and adopt necessary real-time response protocols (like alerts, transaction delays, warnings,

transaction decline etc.)



Advisory by RBI to regulated entities Real-time response protocols 

(alerts, transaction delays, warnings, transaction decline etc.)

90 Lakhs
Transactions 

declined/ alerts 
generated

23 Lakhs+
Debit / credit 

restriction

₹1000 
Crore+

saved

10 Lakhs+
Accounts / 

wallets frozen

National level Impact



Solution#3- Mobile Number Validation System (MNVS) 

• To enable validation by TSPs for the ownership of mobile number.

• POC - A POC for MNV undertaken with GSTN & Punjab National Bank.

• Decentralized architecture without Central data collection and data sharing.

• Telecom Cyber Security Amendment Rules 2025 published on 22.10.2025.

Seeker 
(Bank)

MNV 
platform

TSP

Request

63937*****

Mohit Kumar

Male 

20-09-2005

Mobile KYC

63937*****

Jitendra Kumar

Male 

02-02-1998
Response

Image: 1%, Name: 0%

Gender: Matched, DOB: 

Not Matched



Solution#4- Central International Outroamer Register(CIOR)

 Before CIOR:

 Many fraudsters made international calls seem like local Indian numbers 
using manipulated caller IDs. This trick encouraged people to trust the call 
and often led to financial scams, impersonation, or cybercrime. 

 CIOR acts like a central list/registry that telecom networks use in real 
time:

 When an incoming international call shows an Indian number, the system 
checks whether that number is a legitimate outbound roamer (i.e., an Indian 
subscriber actually roaming abroad). 

 If it isn’t legitimate, it can be flagged and blocked so the call doesn’t reach your 
phone. 



The Telecommunications Act, 2023:

• Biometric verification mandatory (Section 3)

• Protection and cyber security of telecom

network & services (Section 22)

• Protection of Users (Section 28)

• Online grievance redressal mechanism

(Section 28)

• Duty of Users (Section 29)

• Impersonation: Imprisonment upto 3 years, fine

upto Rs 50 lakhs (Section 42)

Recent KYC Reforms

• KYC - Digital format only. 

• No Paper KYC

• Mandatory end user KYC of business 

connections 

• GPS capturing of PoS device 

• eKYC - fingers, iris and face based

Point of Sales - Instructions 

• Unique PoS ID across all TSPs

• Mandatory registration of PoS

• Written agreement including area of

operation

• Rs. 10 lakh penalty per instance of sale by

unregistered PoS

• Blacklisting within 24 hrs. across all TSPs if

involved in forgery

Policy Interventions: Prevention of Misuse of Telecom Resources 



Thank You

Sanchar Saathi Initiative: Empowering Citizens, Breaking silos, real time collaboration with 

Stakeholders


